
 

ISG WHITE PAPER  © 2022 Information Services Group, Inc. All Rights Reserved 

Exposure of 
Data in the 
Cloud Induces 
Greater Risk of 
Data Corruption 
and Data Theft
Antoine Viale, Michael Maicher and Rohan Thomas



ISG WHITE PAPER  © 2022 Information Services Group, Inc. All Rights Reserved 1

Exposure of Data in the Cloud Induces Greater Risk of Data Corruption and Data Theft

INTRODUCTION

Public cloud has become an indispensable tool for enterprises to scale efficiently and store data. 

Because of globalization, however, enterprise data can be stored in datacenters situated in other 

geographic regions. This means data is not only governed by different regional laws, but it is also 

susceptible to cybersecurity attacks depending on the vulnerability of the datacenter. 

In 2016, the European Union adopted the General Data Protection Regulation (GDPR), which 

later became enforceable in 2018. As it is a regulation and not a directive, the GDPR is malleable 

with each member state of the union having a different version of the directive. The GDPR was 

an important steppingstone that guaranteed data privacy to EU citizens; since its enforcement, 

regional governments across the EU have collected fines of over €1 Billion. It has also served as  

a framework to nations outside the EU to guarantee data privacy and security. The sovereign  

cloud builds on GDPR by enhancing the sovereignty of data originating from inside the region.

On July 16, 2020, the Court of Justice of the European Union (ECJ), in its Case C-311/18 Data 

Protection Commissioner v Facebook Ireland and Maximillian Schrems (called “Schrems II 

case”), invalidated the EU-U.S. Privacy Shield with immediate effect. In March 2022, both regions 

agreed with the court’s decision about new principles for "Privacy Shield 2" with the adoption of 

proportionate surveillance activities and an independent adjustment mechanism. However, many 

organizations based in Europe and the U.S. lacked a legal basis for their transfers of personal data.

Sovereign Cloud: What is it all About?

The idea behind the sovereign or trusted cloud was to give teeth to the GDPR and ensure that  

only residents have access to their data, barring intermediary service providers, including cloud 

service providers. 

Sovereign or trusted clouds can be readily deployable, allowing enterprises to migrate critical  

data into the environment without concerns about business implications. It enables data 

residency and localization, ensuring that the data is governed, managed and stored based on  

EU compliance laws.

In addition to pushing for data residency and localization, the sovereign cloud is built with 

significantly lesser reliance on vendor software or hardware and thus reduces vendor lock-ins  

while increasing interoperability. In this way, it enhances transparency among stakeholders and 

restricts interference from vendors, service providers or other third-party entities.
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Who needs the Sovereign or Trusted Cloud? 

While the sovereign cloud is important for government agencies that hold confidential information, 

critical industries that are subject to higher levels of industry-specific regulations are increasingly 

adopting the platform. Global enterprises that have a presence in the EU are also embracing it to 

ensure compliance with data regulations in the region. 

Figure 1: Gradiant of Sovereignty: From Public Cloud to Private 

Shades of Cloud

The Gaia-X Project 

The sovereign cloud is in its formative years, with EU member states implementing their own rules 

to meet regional requirements. Many initiatives have been introduced to bring its capabilities to 

fruition, one among being the Gaia-X project. 

Initiated by Europe for 181 member states, the project was launched to design the next generation 

of sovereign cloud data infrastructure built completely on open-source software. According to 

ISG’s 2021 Cloud Native Study, while 41% to 52% of respondents considered data storage and 

adherence to relevant policies important, only 2% of them expect Gaia-X membership from their 

cloud service providers.

Present State of European Public Cloud Market 

The European public cloud market is consolidated, with Amazon Web Services (AWS), Microsoft 

Azure and Google Cloud continuing their dominance. These hyperscalers have control of 75%  

of the Infrastructure-as-a-Service (IaaS) market in Europe and collectively spent well over  

€12 Billion in 2021 to upgrade their regional hyperscale data centers. European cloud service 

providers had a smaller market share (just 3%) with Deutsche Telekom, Europe’s leading native-

cloud service provider. 

Source: ISG
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The challenge thus lies in the inability of regional cloud service providers to scale up in  

an industry dominated by those of foreign origin and to serve industries that should adhere  

to data sovereignty requirements. This would otherwise translate into high costs for the end  

user of the sovereign cloud.

How should Enterprises, Public Institutions and Service Providers 
Acclimatize to the New Mandate? 

There has been a considerable push by EU governments to adopt regional hybrid cloud providers 

such as Dassault Systèmes, Thales and OVHcloud as a way to promote data residency within the 

EU. To alleviate costs and enhance scalability, these cloud service providers partner with trusted 

hyperscalers to provide a best-of-breed approach for the sovereign cloud. Scaleway, a subsidiary 

of the French Iliad group, is the first European IaaS provider to offer a high-performance sovereign 

cloud ecosystem based on its own software stacks. 

Another noteworthy example also includes the integration of Thales, OVHcloud, Indra and 

T-Systems with Google to deliver sovereign cloud to enterprises in France, Germany and Spain. 

Primarily built for France, Bleu is another example of this approach wherein Orange and Capgemini 

have partnered with Microsoft Azure. 

While such partnerships and integrations can significantly help alleviate costs, sovereign cloud 

solutions still cost an average of 20% more than traditional public solutions. ISG thus recommends 

that end users start by confirming the capabilities of their existing cloud solutions meet their 

requirements. End users should thus review the available sovereign cloud solutions to ensure they 

match their business and growth requirements.
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